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Can You Steal Wi-Fi? Using a

Wireless Connection Without Permission

BACKGROUND

Our technology-driven 21st-century life affords us the opportunity to use other people’s assets without ever
stepping into their property or touching their material possessions. After one sets up a router and wireless
internet connection, he essentially opens a virtual highway that can be accessed by neighbors, pedestrians,
and anyone who happens to be within range. We must determine whether or not the halachic parameters of
theft extend to the unauthorized use of these intangible types of property.

In principle, using a neighbor’s wireless connection can be regarded as theft for at least two reasons:
1. One makes use of his neighbors’ physical devices, such as his router, without his permission;
2. 0One makes use of his neighbors’ wireless network without authorization.

When considering the possible applications of the laws of g’zeilah (theft) to “borrowing” a person’s wireless
network and its associated devices, we must address a number of halachic issues:

= |s borrowing without permission tantamount to theft?
= |f so, are there any exceptions to this rule?

= Does the fact that the wireless network is intangible affect one’s ability to “steal” it? Can one halachically
steal things that are intangible?

= Halachah sometimes permits a person to derive benefit from someone else’s possessions (even against
the owner’s will) if the owner does not incur any expense or loss as a result of this usage. This concept is
called zeh neheneh v’zeh lo chaseir. How might this concept apply to the use of a wireless connection?

At first glance, the halachic status of using items without permission is addressed by a statement of Rava in
Bava Metzia:

Talmud Bavli: Bava Metzia 43b

Rava said: One who borrows without permission has the
status of a thief (gazlan), according to the Rabbis...

SEE THIS ORIGINAL PAGE OF TALMUD ON THE NEXT PAGE

Although Rava’s opinion is subject to dispute in the Gemara, his opinion is codified in the Shulchan Aruch as
the normative halachah we follow.

.1 1 115 YT XDW SRIw :RAT INXT K

= What do you think are the ramifications of this ruling? Why does it matter that such a borrower is called a
thief?
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QUESTIONS TO
CONSIDER

TWO
EXCEPTIONS

Assigning one who borrows without permission (a sho’el shelo mi’daas) the status of a thief has two
potential implications:

= First, it affects his responsibility for the item. Once he assumes the status of a thief, he becomes liable to
compensate to original owner for any loss or damage, just as an ordinary thief bears liability for anything
that happens to stolen goods once they enter his possession.

= Second, the status of gazi/an (thief) would seem to imply that such a borrower has violated the Torah
prohibition of theft.

Although one may be tempted to conclude (in light of Rava’s statement in the Gemara) that both of these
implications are true, the Maharil distinguishes between them:

Responsa of the Maharil 198
Rabbi Yaakov ben Moshe Levi Moelin (1365-1427)

One who borrows without permission is T NS 75Pa NPT DY ayna 1 Hn XApaT nyT Xow Sxien
called a thief... this means that he takes WHPX 2NN K52 72pPpT K51 ,15 w2 151 17 1M1an "ew %5 T
on the halachic status of a thief [insofar as

he is now responsible for anything that DRW NYW MW NPT PR
happens to the item,] but this does not

e L v R L el e 6 RO 127125 MONT 593 0HWS n7y Mmaan X5 AT M RS
“Do not steal.” (Shemos 20:13) Sy anm5nb 1ann myn Sapnw mb Ml 1any ‘ownm TS XNX
Rather it is entirely permitted to do so 5y nMnRa 5 n5 mnad nuwd amnw ann o2 Sy 1nnn nmnx
[i.e. to borrow without permission], so long A0 wnT 22 DY ax RNBKR 1782 TRTI RIT I03 A0 Sapnn
as he |r?tends to take on full responsibility by, ,D5W’7 WPTAT P KA A
for the item...

The Maharil rules that one is actually completely permitted to borrow property without permission, and
does not violate the prohibition of theft by doing so. A borrower is called a “thief” only insofar as he is held
responsible for anything that happens to the item from the moment he takes it without permission, just as a
thief is held similarly responsible.

The Maharil’s opinion is actually not the accepted halachah, as almost all other authorities assume that
someone who borrows without permission is considered a full-fledged thief:

The Sema (Sefer Me’iras Einayim) 359

The Tur writes that [one who borrows without permission] is called MR BHoa XIw 57,151 XAp1 100 1102
a thief, and this means that it is a prohibited act included in the

'
[Biblical] prohibition of stealing. .ny1:w’91 m-w" 5100 X171 D1 M

According to this view, shared by almost all poskim nowadays, borrowing without permission is prohibited
like theft itself.

= Can you think of any cases where we might make an exception to this rule?

There are at least two potential exceptions to the general rule that one is not allowed to borrow without
asking permission first:

= Exception #1: When borrowing in order to perform a mitzvah.

= Exception #2: If people generally do not mind when this type of item is borrowed.

CAN YOU STEAL WIFI? USING A WIRELESS CONNECTION WITHOUT PERMISSION — 3



EXCEPTION #1:
BORROWING
TO PERFORM A
MITZVAH

EXCEPTION #2:
IF THIS KIND OF
OWNER WOULD
NOT MIND

QUESTIONS TO
CONSIDER

If a person is borrowing an item in order to perform a mitzvah.

In such cases, we assume that the owner would be happy to lend out his item, even if there is a small
chance the item will get damaged while being used. This is based on a principle found in the Gemara:

Talmud Bavli: Pesachim 4b

Apersonishappy X ,Mmyv MpnI M M 2NN PITA KW IR P72 NPTNA 1175 N awnn b XK

to have the chance WK 1Y RMT — 3T X1AX P27 X5T XKD Xy XD AR 0RT YN0 XD — X5
to fulfill a mitzvah

with his money or mxm meph warKS h XMT — 1P T K1AK 12T XRINRA 15K XOX,ea mvn mph
property. Nathhia)jal=]

SEE THIS ORIGINAL PAGE OF TALMUD ON THE NEXT PAGE

On this basis, halachic authorities permit borrowing a privately-owned sefer lying in a public Beis Medrash
for occasional use, so long as it can be assumed that the owner would not mind if other people use his sefer.
If one has grounds to assume that the owner of the sefer would mind — for example, if the owner left the
sefer in a private locker, or wrote in the front of the sefer that he does not allow others to borrow his sefarim
— borrowing would be prohibited. The same is true for borrowing a talis (prayer shawl) or set of tefillin if one
sees them lying around in a shul.

Needless to say, if borrowing in these cases entails taking the sefer, talis, or tefillin far away from the place
where they were found, there is strong grounds to assume the owner would mind and it would hence be
prohibited to borrow them.

Based on the above Gemara, one could make a strong case that using a religious Jew’s wireless connection
to perform a mitzvah, should be permitted.

The second exception is if no one minds when people borrow this type of item.

The Magid Mishna on Hilchos Gezeilah V'Aveidah 1:2
Rabbi Vidal of Tolosa (Approx. 1375)

It is only forbidden to borrow or take a significant amount XD W RPITT 51 onwnana 10 NXP 1202 1N

of somethlng'that at I.east some people would care about. Do mbearm n Lyos bax onwaxs 1 N¥p A TR
However, taking a twig from a fence or bundle to use as

a toothpick is permitted, as it is something that nobody 22 12 TORT WK RDT 11w 12 YIYnk TN 101X

would mind losing... but nevertheless, the Yerushalmi .MT0M DTN YW 1NOX T axR1 MW N
says that it is a positive trait to avoid taking such things.

The Maggid Mishna asserts that it is permitted to borrow — or even permanently take — items that no owner
would mind if they are taken without permission.

Do Wi-Fi owners care if their connection is used by others? As some owners specifically put passwords

on their Wi-Fi to preclude other people from accessing their network, it is clear that this leniency will not
permit accessing another person’s wireless connection. The fact that one particular owner does not have
a password cannot be used as definitive proof that he does not mind if other people use his network, as
he may have other reasons for not putting up a password (For example: He is scared he will forget the
password himself, or does not know how to make a password.)

Therefore, unless one is using the wireless connection to perform a mitzvah, it is difficult to apply either of
these two leniencies to permit using another person’s wireless connection without permission.

= Can you think of any other possible reasons to permit using another person’s Wi-Fi?
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STEALING AN
INTANGIBLE ITEM
(DAVAR SHE'AIN
BO MAMASH)

QUESTIONS TO
CONSIDER

Another question we need to ask is whether or not stealing something intangible like Wi-Fi could even be
problematic to begin with. This issue would likely depend upon the question of g’zeila b’davar she’ain bo
mamesh — whether the prohibition of theft applies even to intangible objects.

It would seem that this question may be subject to a dispute between the Rambam and the Ra’avid that
comes up in the context of shofar blowing:

Rambam Hilchos Shofar V’Sukkah V’Lulav 1:3
Maimonides, Rabbi Moshe ben Maimon (1388-1204)

If one blows a stolen shofar, one has fulfilled X 5'“-;” nymwa XOX Ivnn PRY KX 12 ypnw 51 o

his obligation, as the mitzvah is only to hear the . . . . .
shofar. and sound cannot be stolen. . .51 Dipa R (RYY) ymiwin imaan X911a pan Xbw n by

The Rambam above establishes that one fulfills the mitzvah of shofar on Rosh Hashanah by blowing a
stolen shofar; this is not considered a mitzvah act performed with a stolen object. The reason, the Rambam
explains, is that the mitzvah is accomplished by the listeners specifically through hearing sound, and sound
is not subject to the laws of theft. Since sound cannot be halachically stolen, the status of the shofar as a
stolen object does not affect the status of its sound, which is still perfectly suitable for fulfilling the mitzvah
of shofar on Rosh Hashanah. The Rambam’s ruling is likely based upon a halachah established the following
Gemara:

Talmud Bavli Pesachim 26a

Rav Papa said: One who benefits from the sounds and sights of the Beis 12 PR — XM 5'“7 :NDD 77 NN
HaMikdash has not violated me’ilah [the prohibition against deriving . . .

benefit from items that were specifically dedicated for holy purposes], since AWAN 113 PRY 5 ,ﬂ5 yn mwn
[sounds and sights] do not have substance...

SEE THIS ORIGINAL PAGE OF TALMUD ON THE NEXT PAGE

Since the prohibition of me’ilah is essentially a form of theft — namely, theft from the Beis HaMikdash — the
Rambam extends this principle stated in the context of me’ilah to theft in general, when he rules (above) that
sounds cannot be stolent.

The Ra’avid, in his critique of the Rambam’s Mishneh Torah, accepts the Rambam’s ruling regarding the
stolen shofar, but he disagrees with his reasoning.

Ra’avid (Hasagos HaRa’avid)
Rabbi Avraham ben Dovid of Posquierres (1125-1198)

Even if one could steal sound, one would still fulfill his obligation of 72 59K K7X 51 ™ 51173 X1
blowing shofar, as the verse says “Yom Teruah [a day of blowing]” — no XX 2371 071 035 7P AP 0% b1
matter how you produce the sound...

.(X"11 275 n1210) MHwa

The Ra’avid implies that sound can be stolen, because he writes: Even if sound is subject to the laws of
theft, one can fulfill the mitzvah through a stolen shofar. Although other readings of the Ra’avid are possible,
support for such a view can in any case be found in the Yerushalmi (Sukkah 3:1).

It would thus appear that the question of whether one is capable of “stealing” a davar she’ein bo
mamesh is dependent upon this debate. Whereas the Rambam denies the possibility of legally “stealing”
an intangible object, such as sound, the Ra’avid considers sound to be steal-able.

So how do we pasken? The Maharam Shick (Teshuvos, Y.D. 156) writes that since the halachah accepts the
Rambam’s ruling regarding a stolen shofar, intangible property is not subject to theft. As such, he writes, one
who “steals” someone’s novel Torah insights by presenting them as his own original ideas is not in violation
of theft.

Seemingly, then, unauthorized use of a neighbor’s wireless service would not constitute formal theft, as it
involves the “theft” of a davar she’ein bo mamesh — intangible property.

= Does that mean it is permitted to use Wi-Fi without permission?
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BORROWING
WI-FI MAY
NEGATIVELY
IMPACT THE
OWNER

DERIVING
BENEFIT AT NO
COST TO THE
OWNER

QUESTIONS TO
CONSIDER

A PROBLEM
WITH THIS
ARGUMENT

Although intangible objects like sound are excluded from theft in the classical sense, they may still be
subject to other prohibitions regulating proper behavior between people. Bava Basra is filled with many
such examples of “nizkei sh’cheinim” (lit. “damages affecting neighbors”) such as the prohibition against
making too much noise or commotion in one’s house if it will disturb others.

If so, then unauthorized use of a wireless connection would likely be prohibited despite its being a davar
she’ein bo mamesh (intangible item). Access by multiple users has the effect of slowing down the
connection, thus adversely affecting the owner, who cannot use his connection with the same degree
of efficiency as otherwise. Hence, even if intangible objects are normally excluded from the prohibition of
theft, “stealing” wireless access may still be problematic, at least when it adversely affects the owner.

Another possible grounds for leniency is based on a passage in Bava Basra. Even if Wi-Fi could potentially
be stolen, some claim that unauthorized use of a wireless connection should be permissible on the grounds
of zeh neheneh v’zeh lo chaseir — a category of cases where benefiting from someone’s property has no
adverse effect on its owner.

Rambam Hilchos Gezeilah V’aveidah 3:9
Maimonides, Rabbi Moshe ben Maimon (1388-1204)

If someone dwells in another person’s courtyard without telling him: NPT X5W 11N A¥na 1T
(a) If it is a courtyard which is not regularly rented out for money, the squatter is MWy AKX X0 ONIX OX
exempt from paying the owner. This is true even though the squatter would have 15 mbynb TY X T1Owh

otherwise had to pay money to rent out somewhere else to stay for the night, since I
this is a case of zeh neheneh v’zeh lo chaseir — this one benefits and this one does TR T TNTW 22 9P AN W
not lose.” [The squatter benefits from having a place to stay, and the owner does MM ATw mxyb DIpn MwH

not lose anything by having the squatter camp out on his property.] AMWY QXM DX 20N X5 1N
(b) But if the courtyard was of a type that is regularly rented out — even if this 7 77T PXW 1B by xR 1owh
particular owner does not regularly rent it out — then the squatter is obligated to 29w 1 mbyid Ty 1 wh

pay, as he caused the owner a loss.
1PN "non v

The Rambam rules that if a person dwells on another person’s property without telling him, he does not
need to pay the owner, so long as the property is not the type that is usually rented out. For example, if
someone were to discover a man camping out in his backyard shed, he would not be able to force that man
to pay rent for the nights he spent there, as backyard sheds are not usually rented out. Similarly, if a Wi-Fi
network is set up in a private home where the owner pays a set fee for unlimited usage, one could argue
that a passing traveler who accesses that person’s Wi-Fi will be exempt from paying, so long as his usage
did not negatively impact the home owner in any way.

Of course, using a neighbor’s wireless connection often slows down the connection speed and thus will
often usually adversely affect the connection’s owner. However, if the owner is not simultaneously using
the network, such as if he is away traveling, perhaps there is grounds to permit using his Wi-Fi since doing
so does not negatively affect him in any way. It should thus be permitted based on the aforementioned
principle of zeh neheneh v’zeh lo chaseir.

= Can you find a gap in such an argument?

This contention, however, makes a big assumption. It assumes that just because a person is exempt from
paying after the fact, he is allowed to take advantage from the start.

One could, in fact, draw such an argument, based on a rule found in a number of sources such as the
following Gemara:

CAN YOU STEAL WIFI? USING A WIRELESS CONNECTION WITHOUT PERMISSION — 8



Talmud Bavli: Bava Basra 12b

Rabbah said: In cases like this [where one party stands to gain and the other does not stand 7T P30 120 X
to lose anything], we compel people to not act unkindly like the people of Sedom did. 0170 NN 537 o1
[Sedom was a city destroyed in Biblical times for its inhabitants’ cruelty towards others.] ’

SEE THIS ORIGINAL PAGE OF TALMUD ON THE NEXT PAGE

The above Gemara says that people are required to act kindly, which seems to mean that one must allow
others to benefit from his possessions or live on his land in cases where he does not stand to lose anything
by doing so.

However, it is not so simple that one can apply this rule to the case of squatting. This question is subject to a
dispute between different medieval commentators, as quoted in the Hagahos Maimoniyos:

Hagahos Maimoniyos: Hilchos Gezeilah V’aveidah 3:9
Rabbi Meir ben Yekusiel of Rothenberg (1260-1298)

The Raavyah wrote: | heard that it is permitted to force [an owner to 717935 XNT NYNY 177K 2N
allow peop!e to live op his property in cases. Where he does not Iose. D12 PXT 0 D170 A 51] D KT
out by hosting them] since the Gemara says in various places that kofin
al midas Sedom — we compel people not to act cruelly like the people of TR 792 K 10X MIIT X271 ROK

Sedom did. 170 7175 12793 79571 MRS T¥n XS
But there are others who say we cannot force such an owner to allow 5373 M X X2 Dax ™M 10n KOT
people to squat on his land in cases where he could have rented out "1 XOWH N0 10 RD P31 XM
the land had he wanted to... such was the opinion of Rabbi Yitzchak [of

Dampierre]... P21 PXT D 11 17D 100 XD

The two opinions cited here dispute whether or not one can force an owner to allow squatters on his land.
The first opinion says that the rule of kofin al midas Sedom dictates that we force property owners to act in
a manner that is beneficial to others when they do not stand to lose anything by doing so. Therefore, if an
owner does not plan to rent out his land, he must allow squatters to live on it.

Rabbi Isaac of Dampierre, however, disagrees, and says that although a squatter is exempt from paying
since this is a case of zeh neheneh v’zeh lo chaseir, that still does not allow a person to “squat” purposely
from the start. The act of squatting in such cases is still prohibited, and courts will not force an owner to
endure such squatters on his property, even though he does not plan on renting out his land to others in any
case. The only case where Beis Din will force the owner to accept squatters is in a case where that owner
could not have rented out the land even if he had wanted to.

Which of these opinions are we required to follow according to halachah? The Rama, in his glosses on
Shulchan Aruch, writes as follows:

Rema on Shulchan Aruch: Choshen Mishpat: Hilchos Gezeilah 363:6
Rabbi Mosher Isserlis (1520-1572)

...This rule [exempting the squatter from payment] only applies 19125 5917 X5 HaR 12 17 120w R an
if he is already living on the land. However, he may not go . . . ,

in from the start and force the landowner to allow him to nn by P13 5;7 X WO rrY 15Mn2
live there. Even though we normally force people to not act 1272 "5 171,10 PR AN 73M ATw Dpna 0170
[cruelly] like the inhabitants of Sedom in cases where they RIMA XA 222 5ax D 5o XS niamd opa kT

stand to Igse nothing and somgone else stands to gain, that |.s 197%1 7P9wAb AR5 A Y 5;73 2 R
only true in cases where even if the owner had wanted to gain

for himself he would not have been able to. Here, however, he mwypb 1IMX PO PX 1NN PRY XKOX 512 0
is able to — and just chooses not to — and in such a case we (5731 pan 11 91Nn) Dana
will not force him to allow squatters...

QUESTIONSTO  « Which opinion does the Rama follow? The first or second opinion cited in the Hagahos Maimoniyos?
CONSIDER
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CAN YOU STEAL WIFI? USING A WIRELESS CONNECTION WITHOUT PERMISSION — 10



THE PRACTICAL  The Rama follows the ruling of Rabbi Isaac of Dampierre, and this ruling seems to be the normative
HALACHAH halachah.

According to this line of reasoning, we might conclude that one who owns a private wireless connection
would indeed be required to allow others to access the connection, as he in any event has no possibility
of leasing rights to it. Thus, when one knows that his neighbor is not currently using his connection, and
accessing the network will therefore not affect the neighbor’s internet speed, it would be permissible to
use the connection by force of the law of kofin al midas Sedom. This ruling should remain true even if one
knows the owner would not allow him to use the Wi-Fi if he would ask for permission.

QUESTIONSTO = Can you think of any reasons why this conclusion may not be so clear?
CONSIDER

CONCLUSION

Borrowing without permission is generally considered theft.

However, if one has grounds to suspect that the owner of the object would not mind lending it out, for
example:

= if he wants to borrow it for a mitzvah; or
= ifitis anitem of such insignificant value that no one would care if it is taken;

... then many halachic authorities permit borrowing it.

That said, it would seem that none of the above leniencies apply to Wi-Fi, unless the Wi-Fi is being used
for a mitzvah.

The fact that a wireless connection is intangible may warrant treating it more leniently than a regular
case of borrowing, though at the same time it would seem that even actions affecting intangible items
can be prohibited at times.

The principle of kofin al midas Sedom when applied to cases of zeh neheneh v’zeh lo chaser may be
used as a basis to permit freeloading on Wi-Fi, but only in cases where the following 2 conditions are
met:

= [tis known definitively that the owner will not be negatively affected at all (for example, the owner is
away on vacation and hence additional users will not slow down his Wi-Fi connection at all); and
= The owner is not in a position to rent out the Wi-Fi even if he wanted to.



